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The delivery of data, apps, and services has been completely transformed by cloud computing, 

which provides businesses with previously unheard-of levels of scalability, flexibility, 

accessibility, and cost effectiveness. Businesses can cut expenses and concentrate on 

innovation by moving computational resources to shared infrastructures. But these advantages 

come with serious security risks, especially when it comes to protecting sensitive data's 

privacy. A key component of information security is confidentiality, which makes sure that 

private information cannot be accessed or disclosed by unauthorized parties. The risk of 

breaches, insider threats, and unauthorized access significantly rises in cloud environments 

where data is processed and stored on third-party platforms. 

With a focus on confidentiality, this paper examines the security features of cloud computing. 

It looks at the main risks to sensitive data, including advanced persistent threats, multi-tenancy 

vulnerabilities, data breaches, malevolent insiders, and insecure APIs. Effective 

countermeasures are examined, including data masking, secure key management, identity and 

access management (IAM), and encryption. The study also identifies issues like data 

residency, shared responsibility models, regulatory compliance, and striking a balance 

between security, performance, and usability. 

To show how businesses are managing confidentiality risks while utilizing the advantages of 

cloud adoption, real-world case studies and industry practices are examined. Lastly, best 

practices and suggestions are put forth to help businesses adopt strong data protection 

strategies, like establishing strong service-level agreements (SLAs), frequent audits, and zero-

trust architectures. In a world that is becoming more data-driven, organizations can foster trust 

and guarantee the safe use of cloud computing by proactively addressing confidentiality. 
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I. INTRODUCTION 

Delivering computer services via the internet, including 

servers, storage, databases, networking, software, and 

analytics, is known as cloud computing. It gives businesses 

flexibility to scale resources as needed, reduce infrastructure 

expenses, and boost operational effectiveness. Because cloud 

computing systems can offer their clients a vast array of 

services and resources, they are poised for economic success. 

Furthermore, well-thought-out recommendation systems 

have made a significant contribution to enabling the client to 

determine whether or not a specific service is necessary for 

him. Notwithstanding these benefits, cloud computing poses 

serious security risks, especially regarding confidentiality. 

Only authorized parties can access sensitive data thanks to 

confidentiality, which also guards against unapproved 

disclosure. This study examines how businesses can reduce 

the risks associated with confidentiality, which is a key 

component of cloud security. 

This paper's three goals are as follows: 

1. To investigate the main risks to confidentiality in cloud 

environments. 

2. To assess methods and systems for preserving privacy. 

3. To suggest future directions and best practices for 

enhancing confidentiality. 

This analysis advances our knowledge of confidentiality in 

relation to cloud security as a whole.  

It also emphasizes the importance of implementing robust 

encryption techniques, secure access control mechanisms, 

and continuous monitoring of data activities in cloud 

infrastructures. Moreover, the study highlights the shared 
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responsibility model, where both cloud service providers and 

users must collaborate to ensure effective data protection. By 

understanding vulnerabilities and adopting proactive 

measures, organizations can build stronger, more resilient 

cloud environments. This extended evaluation contributes to 

developing trust and reliability in cloud adoption, paving the 

way for safer and more efficient digital transformation in 

modern enterprises. 

Additionally, as cloud computing continues to evolve with 

new technologies such as artificial intelligence (AI), edge 

computing, and the Internet of Things (IoT), the complexity 

of maintaining confidentiality has increased. These 

technologies introduce new data interaction points that can 

be exploited if not properly secured. Therefore, 

implementing multi-layered security frameworks and 

adopting zero-trust architecture are becoming essential. The 

study also underlines the significance of regular audits, 

compliance with data protection regulations like GDPR, and 

employee awareness programs to prevent insider threats. In 

conclusion, ensuring confidentiality in cloud computing is 

not just a technical challenge but also a strategic necessity for 

maintaining trust, compliance, and long-term business 

sustainability in the digital age. 

Moreover, cloud computing provides a foundation for digital 

innovation and global collaboration, but the shared nature of 

cloud infrastructure exposes organizations to greater risks if 

confidentiality measures are weak. The increasing trend of 

remote work, data outsourcing, and global cloud service 

adoption has made data confidentiality an even more 

pressing concern. Data breaches not only result in financial 

losses but also damage organizational reputation and 

customer trust. Therefore, confidentiality must be viewed as 

a continuous process involving encryption during data 

transmission, secure data-at-rest management, and careful 

handling of access privileges. Role-based access control 

(RBAC) and multi-factor authentication (MFA) are among 

the most effective strategies to prevent unauthorized data 

exposure in cloud environments. 

Furthermore, cloud providers must ensure transparency 

regarding their security policies and encryption methods so 

that customers can make informed decisions about the level 

of protection their data receives. Cloud encryption techniques 

such as homomorphic encryption, data masking, and 

tokenization have proven effective in enhancing 

confidentiality without compromising system performance. 

In addition, the integration of blockchain technology with 

cloud computing is gaining attention as it offers immutable 

and traceable records of transactions, which can further 

strengthen data confidentiality and integrity. 

Another vital area explored in this paper is the human factor 

in maintaining confidentiality. Even the most advanced 

technologies can fail if users are unaware of security 

practices. Training employees on data handling, recognizing 

phishing attempts, and understanding organizational security 

policies play a critical role in reducing risks. Cloud service 

providers must also offer tools and interfaces that simplify 

security management for end-users, reducing human error. 

From a legal and compliance standpoint, maintaining 

confidentiality requires adherence to international data 

protection laws and industry standards. Regulations such as 

the General Data Protection Regulation (GDPR), Health 

Insurance Portability and Accountability Act (HIPAA), and 

ISO/IEC 27001 define strict requirements for data 

confidentiality and privacy. Organizations that operate 

globally must ensure that their cloud solutions comply with 

the regulations of all regions where they process or store 

data. Failure to comply can result in severe penalties and loss 

of credibility. 

The paper also explores the role of continuous monitoring 

and threat intelligence in identifying and mitigating risks in 

real-time. Advanced systems using AI and machine learning 

can detect anomalies, predict potential breaches, and 

automate incident responses. These intelligent systems 

enhance confidentiality by identifying unusual access 

patterns or unauthorized data movements early in the 

process. Additionally, security information and event 

management (SIEM) tools help organizations maintain 

visibility and control across complex, multi-cloud 

environments. 

In the future, as quantum computing becomes more 

mainstream, traditional encryption algorithms may no longer 

be sufficient to guarantee confidentiality. Thus, research into 

post-quantum cryptography is essential to safeguard future 

cloud systems. Developing quantum-resistant encryption 

methods will ensure that cloud computing remains secure 

even in the era of quantum attacks. 

In summary, confidentiality in cloud computing is an ever-

evolving concern that demands a combination of technical 

innovation, organizational commitment, and regulatory 

compliance. It encompasses not only the protection of data 

but also the assurance of trust between cloud providers and 

consumers. This study highlights that confidentiality should 

be embedded in every stage of cloud architecture — from 

data generation and transmission to storage and destruction. 

With strong policies, advanced cryptographic methods, and a 

culture of security awareness, organizations can fully harness 

the benefits of cloud computing while minimizing 

confidentiality risks and ensuring sustainable digital growth. 

 

II. LITERATURE REVIEW 

Cloud computing has revolutionized data storage, 

processing, and accessibility by offering on-demand 

network access to shared computing resources. However, 

this shift from traditional on-premises infrastructure to 

virtualized environments introduces significant security 

challenges, with confidentiality emerging as a primary 

concern. Confidentiality in cloud computing refers to 

ensuring that sensitive data is protected from unauthorized 

access, exposure, or misuse during its entire lifecycle—at 

rest, in transit, and in use. 



“Analyzing Cloud Computing's Security Aspects Regarding Confidentiality” 

5906 Sarasij Majumdar1, IJMCR Volume 13 Issue 11 November 2025 

 

According to Subashini and Kavitha [1], confidentiality is a 

crucial security objective that underpins trust in cloud 

services. They emphasize that the multi-tenant architecture 

of clouds, where resources are shared among multiple users, 

increases the risk of data leakage and malicious insider 

attacks. To counter these risks, encryption remains the most 

effective defense mechanism. Cloud providers employ 

techniques such as the Advanced Encryption Standard 

(AES) for symmetric encryption and Elliptic Curve 

Cryptography (ECC) for asymmetric encryption to secure 

data both at rest and during transmission [2]. 

Jensen et al. [2] highlight that the dynamic and distributed 

nature of cloud infrastructures makes it difficult to maintain 

consistent data confidentiality. Data replication across 

multiple data centers, often located in different jurisdictions, 

exposes users to potential legal and regulatory 

vulnerabilities. This challenge has prompted researchers to 

advocate for data sovereignty frameworks and contractual 

controls that enforce encryption policies and data locality 

restrictions [3], [4]. 

Another vital component of confidentiality in cloud 

environments is access control. Wang et al. [12] propose 

using attribute-based encryption (ABE) to ensure fine-

grained access control, where decryption rights are linked to 

user attributes or roles. This model enhances confidentiality 

by ensuring that only authorized users can access specific 

data segments. Additionally, identity management systems, 

multifactor authentication, and federated identity protocols 

like OAuth and SAML strengthen user verification, 

reducing the likelihood of unauthorized data access [5], 

[11]. 

The emergence of homomorphic encryption and secure 

multi-party computation (SMPC) has further advanced 

confidentiality mechanisms. These cryptographic techniques 

allow computations on encrypted data without decryption, 

preserving privacy during data processing. As discussed by 

Gentry [3], such techniques are computationally expensive 

but represent a promising direction for privacy-preserving 

cloud computation [6], [7]. 

However, confidentiality challenges persist due to insider 

threats, data remanence, and side-channel attacks. Insider 

threats, where employees of cloud providers misuse their 

privileges, are particularly dangerous as they bypass 

perimeter defenses. Hashizume et al. [7] recommend the use 

of rigorous auditing, monitoring, and accountability 

frameworks to mitigate these threats. Similarly, side-channel 

attacks—where adversaries infer sensitive information 

through shared physical resources—require architectural 

isolation and resource scheduling mechanisms [8], [9]. 

Emerging paradigms such as Confidential Computing, 

supported by hardware-based Trusted Execution 

Environments (TEEs) like Intel SGX and AMD SEV, are 

gaining traction for securing data in use [13]. These 

technologies protect data during computation by isolating 

sensitive workloads from untrusted cloud infrastructure, thus 

enhancing confidentiality guarantees [14], [15]. 

In conclusion, maintaining confidentiality in cloud 

computing demands a multi-layered approach combining 

robust encryption, fine-grained access control, legal 

compliance, and advanced cryptographic innovations. While 

significant progress has been made, the literature indicates 

that evolving attack vectors and regulatory complexities 

continue to pose challenges. Future research should focus on 

integrating quantum-resistant cryptographic techniques and 

developing globally accepted confidentiality assurance 

frameworks to strengthen trust in cloud ecosystems. 

 

III. CLOUD COMPUTING OVERVIEW 

Cloud computing is implemented using community, hybrid, 

private, or public models, depending on the organization’s 

requirements, resource management preferences, and 

security considerations. Each deployment model offers 

unique advantages and trade-offs in terms of control, 

scalability, and data security. The community cloud is 

designed for organizations with shared concerns or 

regulatory needs, while a private cloud provides exclusive 

infrastructure to a single organization, ensuring higher 

control and confidentiality. A public cloud, on the other 

hand, is managed by third-party providers and serves 

multiple clients on shared infrastructure, making it cost-

effective but potentially more vulnerable. The hybrid cloud 

combines private and public cloud features, offering 

flexibility, resource optimization, and secure workload 

distribution across environments. 

In addition to deployment models, cloud computing is also 

categorized into three primary service models that define 

how resources and functionalities are delivered to users: 

Infrastructure as a Service (IaaS): Provides virtualized 

computing resources such as servers, storage, and 

networking on demand. Users can manage operating 

systems and applications while the provider maintains the 

hardware infrastructure. Examples include Amazon EC2, 

Google Compute Engine, and Microsoft Azure Virtual 

Machines. 

Platform as a Service (PaaS): Offers a development and 

deployment environment for building applications without 

managing underlying infrastructure. It enables developers to 

focus on coding and innovation while the platform handles 

scaling, middleware, and runtime environments. Examples 

include Google App Engine, Microsoft Azure App Service, 

and Heroku. 

Software as a Service (SaaS): Delivers fully functional 

applications over the internet that users can access through a 

browser or API. It eliminates the need for installation, 

maintenance, and updates, as these are handled by the 

provider. Examples include Google Workspace, Salesforce, 

and Microsoft 365. 

Cloud platforms are valued for their high availability, 

scalability, and cost efficiency, which allow businesses to 
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dynamically allocate computing resources as needed. They 

enhance operational agility and enable organizations to 

innovate faster without heavy upfront investment in physical 

infrastructure. However, these advantages come with 

notable security and confidentiality challenges, particularly 

due to the multi-tenant architecture and reliance on external 

service providers. In multi-tenant environments, multiple 

users share the same physical resources, creating the 

potential for data leakage, unauthorized access, or side-

channel attacks if isolation mechanisms fail. 

Confidentiality in this context refers to the assurance that 

sensitive data—whether financial, personal, or 

organizational—remains protected from unauthorized 

access, modification, or disclosure during its entire lifecycle, 

including transmission, processing, and storage. Encryption 

technologies, identity and access management (IAM), and 

secure communication protocols (like SSL/TLS) play a 

critical role in maintaining confidentiality. Additionally, 

adopting best practices such as zero-trust security models, 

regular vulnerability assessments, and compliance with 

privacy regulations helps mitigate risks. 

In summary, cloud computing offers a transformative 

approach to IT service delivery but introduces new layers of 

complexity regarding data confidentiality. Organizations 

must balance performance and convenience with rigorous 

data protection strategies to ensure that their transition to the 

cloud does not compromise privacy, compliance, or trust. 

 
Figure 1: Security Layers and Cloud Computing Models 

(IaaS, PaaS, SaaS) 

 

IV. CONFIDENTIALITY IN CLOUD COMPUTING 

In cloud computing, confidentiality refers to the assurance 

that private, sensitive, or proprietary data is protected from 

unauthorized access, exposure, or modification. It is one of 

the three fundamental pillars of information security, 

alongside integrity and availability. Confidentiality ensures 

that only authorized users and systems can access specific 

information, thereby maintaining user privacy, regulatory 

compliance, and organizational trust. As the adoption of 

cloud technologies expands globally, confidentiality has 

become a key concern for enterprises, governments, and 

individuals who rely on cloud platforms to store, process, 

and share vast amounts of critical data. 

Confidentiality in the cloud applies to three primary stages 

of data handling: 

Data at Rest: Information stored in cloud servers, databases, 

or backups must remain secure even when not actively used. 

This is often achieved through strong encryption algorithms 

such as AES-256 and secure key management systems to 

prevent data breaches caused by unauthorized access or 

insider threats. 

Data in Transit: Data transmitted between clients, cloud 

services, or different data centers must be protected from 

interception and eavesdropping. Techniques such as end-to-

end encryption, Transport Layer Security (TLS), and secure 

VPN tunnels ensure the confidentiality of information as it 

moves across networks. 

Data in Use: When data is being processed by cloud 

applications, it becomes vulnerable because it must be 

decrypted for computation. Confidential computing 

technologies, such as secure enclaves and hardware-based 

trusted execution environments (TEEs), are emerging to 

protect data even during active processing. 

Maintaining confidentiality requires a comprehensive 

approach that integrates encryption, access controls, 

authentication mechanisms, and legal frameworks governing 

data usage. Encryption ensures that even if unauthorized 

individuals gain access to stored or transmitted data, it 

remains unreadable without the correct decryption keys. 

Meanwhile, access control policies such as Role-Based 

Access Control (RBAC) and Attribute-Based Access 

Control (ABAC) restrict access to data based on user 

identity, roles, and context. Authentication protocols, 

including multi-factor authentication (MFA) and single 

sign-on (SSO), further enhance security by verifying user 

identities through multiple verification methods. 

Legal and regulatory frameworks also play a vital role in 

ensuring confidentiality. Compliance with standards such as 

the General Data Protection Regulation (GDPR), Health 

Insurance Portability and Accountability Act (HIPAA), and 

ISO/IEC 27001 compels organizations to implement 

specific data protection measures and maintain transparency 

about how user information is stored and processed. Cloud 

service providers are increasingly required to provide 

detailed data handling policies, audit logs, and compliance 

certifications to reassure clients of their commitment to data 

privacy. 

Confidentiality is not only a technical issue but also an 

element of trust in the client-provider relationship. When 

users share their sensitive data—financial records, 

intellectual property, or personal information—with a cloud 

provider, they expect it to remain private and secure. 

Breaches of confidentiality can have devastating 

consequences, including financial losses, legal liabilities, 

and reputational damage. Hence, service providers must 

implement robust privacy policies, incident response 

strategies, and regular security audits to maintain confidence 

among their users. 

Another growing challenge in maintaining confidentiality 

arises from multi-tenant architectures and third-party 

integrations. In a shared infrastructure environment, 

multiple users or organizations utilize the same hardware 
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resources. If virtualization or container isolation 

mechanisms are improperly configured, one tenant’s data 

could be exposed to another. Similarly, the increasing use of 

APIs and third-party services introduces new attack surfaces 

that malicious actors can exploit. Therefore, organizations 

must ensure strict API security, continuous monitoring, and 

segmentation of virtual networks to mitigate confidentiality 

risks. 

Emerging technologies such as homomorphic encryption, 

which allows computations on encrypted data without 

decrypting it, and secure multi-party computation (SMPC), 

which enables multiple entities to jointly process data 

without revealing their individual inputs, show great 

promise in enhancing confidentiality. Additionally, 

blockchain-based access control systems are being explored 

to provide immutable and transparent records of who 

accesses what data and when, reducing the likelihood of 

unauthorized disclosure. 

To strengthen confidentiality further, organizations are 

advised to adopt a zero-trust security model, which assumes 

that no user or system—whether inside or outside the 

network—can be trusted by default. Every access request 

must be authenticated, authorized, and continuously 

validated. This approach minimizes the risk of insider 

attacks and lateral movement of threats within the cloud 

environment. 

In conclusion, confidentiality in cloud computing is a 

dynamic and multifaceted challenge that demands 

continuous innovation and vigilance. It involves not just 

encrypting and storing data securely but also developing a 

holistic ecosystem of trust that integrates technology, policy, 

and human awareness. As cloud computing continues to 

evolve with technologies like AI, IoT, and quantum 

computing, new confidentiality threats will emerge. 

Organizations must remain proactive by adopting adaptive 

security frameworks, investing in research on post-quantum 

encryption, and fostering a strong culture of cybersecurity 

awareness. Ultimately, safeguarding confidentiality is 

essential not only for protecting sensitive information but 

also for sustaining the integrity, reliability, and global 

adoption of cloud computing systems. 

 

V. THREATS TO CONFIDENTIALITY  

Cloud environments face multiple confidentiality threats. 

The following table provides a summary of major threats 

and their impact. 

  

VI. MECHANISMS TO ENSURE 

CONFIDENTIALITY 

Cloud systems use a number of strategies to address 

confidentiality issues: 

•  Encryption: robust encryption for end-to-end, in-       

transit, and at-rest data. 

•  Role-based and attribute-based access control  

systems. Policies that specify who has access to what  

resources are known as identity and access  

management, or IAM. 

•  Data Masking and Tokenization: Using anonymization   

    techniques to safeguard sensitive data. Using trusted  

    execution environments (TEEs) to protect data while  

    it's being used is known as confidential computing. 

• Auditing and Monitoring: Constantly keeping an eye on   

   access trends to spot irregularities. 

  When combined, these techniques improve overall   

  cloud security by addressing distinct aspects of  

  confidentiality. 

 

VII. CHALLENGES AND LIMITATIONS 

Despite the availability of technical solutions, several 

challenges persist in ensuring confidentiality: 

1. Loss of Direct Control: Organizations must trust third-

party providers with their data. 

2. Key Management: Securely managing encryption keys 

across distributed systems is complex. 

3. Compliance Issues: Adhering to global data protection 

regulations such as GDPR and HIPAA. 

4. Provider Trust: Confidentiality depends on cloud 

providers’ internal policies and practices. 

5. Emerging Threats: Advanced persistent threats (APTs) 

and evolving attack methods. 

These challenges highlight the importance of adopting 

layered defenses and strong governance frameworks. 

 

VIII. CASE STUDIES AND EXAMPLES 

Several high-profile incidents demonstrate the importance of 

confidentiality in cloud computing: 

 Description 

Data Breaches Unauthorized access to sensitive 

data due to weak controls. 

Insider Threats Employees or contractors misusing 

confidential data. 

Multi-Tenancy 

Risks 

Vulnerabilities in virtualization 

leading to leakage across tenants. 

Insecure APIs Exploitation of poorly secured APIs 

exposing confidential data. 

Interception of 

Data 

Eavesdropping attacks on 

unencrypted communication 

channels. 

Third-Party 

Access 

Government or provider-level access 

to customer data. 
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• Capital One Data Breach (2019): A misconfigured firewall 

led to the exposure of over 100 million accounts. 

• Accenture Cloud Storage Leak (2017): Four unsecured 

AWS S3 buckets exposed sensitive internal data. 

• Microsoft Power Apps (2021): Misconfigurations exposed 

38 million sensitive records. 

These examples illustrate that confidentiality breaches often 

result not from the cloud infrastructure itself, but from poor 

configurations and inadequate security practices. 

 

IX. BEST PRACTICES AND FUTURE DIRECTIONS 

Organizations can adopt the following best practices to 

ensure confidentiality: 

• Implement client-side encryption where customers retain 

key ownership. 

• Adopt a Zero Trust security model that verifies every user 

and device. 

• Conduct regular vulnerability assessments and penetration 

testing. 

• Apply strict data classification policies for sensitive 

information. 

• Choose cloud providers with internationally recognized 

certifications (ISO 27001, SOC 2). 

• Include confidentiality clauses in service-level agreements 

(SLAs). 

Future trends such as quantum-safe encryption, blockchain-

based secure storage, and AI-driven anomaly detection are 

expected to significantly strengthen confidentiality in cloud 

environments. 

 

X. CONCLUSION 

Confidentiality remains a critical challenge in cloud 

computing, shaping trust and adoption across industries. 

With increasing reliance on cloud services, organizations 

must implement robust mechanisms such as encryption, 

IAM, and auditing safeguard sensitive data. While 

challenges like compliance and key management remain, 

best practices and emerging technologies provide a pathway 

to stronger confidentiality protection. Ultimately, a shared 

responsibility model between cloud providers and customers 

is essential to achieve confidentiality in the cloud. 

 

REFERENCES 

1. S. Subashini and V. Kavitha, “A survey on security 

issues in service delivery models of cloud 

computing,” J. Netw. Comput. Appl., vol. 34, no. 

1, pp. 1–11, Jan. 2011. 

2. M. Jensen, J. Schwenk, N. Gruschka, and L. Lo 

Iacono, “On technical security issues in cloud 

computing,” in Proc. IEEE Int. Conf. Cloud 

Comput., Bangalore, India, 2009, pp. 109–116. 

3. E. Gentry, “Fully homomorphic encryption using 

ideal lattices,” in Proc. 41st ACM Symp. Theory 

Comput., Bethesda, MD, USA, 2009, pp. 169–178. 

 

4. Y. Wang, J. Zhan, and X. Li, “Data security and 

privacy protection in cloud computing: A survey,” 

IEEE Access, vol. 8, pp. 132–150, 2020. 

5. B. Grobauer, T. Walloschek, and E. Stöcker, 

“Understanding cloud computing vulnerabilities,” 

IEEE Secur. Privacy, vol. 9, no. 2, pp. 50–57, 

Mar.–Apr. 2011. 

6. M. Armbrust et al., “A view of cloud computing,” 

Commun. ACM, vol. 53, no. 4, pp. 50–58, Apr. 

2010. 

7. K. Hashizume, D. G. Rosado, E. Fernández-

Medina, and E. B. Fernandez, “An analysis of 

security issues for cloud computing,” J. Internet 

Serv. Appl., vol. 4, no. 1, pp. 1–13, 2013. 

8. A. R. Khan, M. L. M. Kiah, S. U. Khan, and S. A. 

Madani, “Towards secure mobile cloud computing: 

A survey,” Future Gener. Comput. Syst., vol. 29, 

no. 5, pp. 1278–1299, Jul. 2013. 

9. P. Mell and T. Grance, “The NIST definition of 

cloud computing,” NIST Spec. Publ. 800-145, Sep. 

2011. 

10. R. Buyya, C. S. Yeo, S. Venugopal, J. Broberg, and 

I. Brandic, “Cloud computing and emerging IT 

platforms: Vision, hype, and reality for delivering 

computing as the 5th utility,” Future Gener. 

Comput. Syst., vol. 25, no. 6, pp. 599–616, Jun. 

2009. 

11. D. Chen and H. Zhao, “Data security and privacy 

protection issues in cloud computing,” in Proc. 

IEEE ICCSEE, Hangzhou, China, 2012, pp. 647–

651. 

12. C. Wang, Q. Wang, K. Ren, and W. Lou, “Privacy-

preserving public auditing for data storage security 

in cloud computing,” in Proc. IEEE INFOCOM, 

San Diego, CA, USA, 2010, pp. 1–9. 

13. A. Singhal, S. Winograd-Cort, and C. A. Gunter, 

“Confidential computing: Hardware-based data 

protection for cloud workloads,” IEEE Comput., 

vol. 54, no. 8, pp. 40–49, Aug. 2021. 

14. A. B. Jaidka and A. Kapoor, “A survey on data 

confidentiality techniques in cloud computing,” 

Procedia Comput. Sci., vol. 173, pp. 400–407, 

2020. 

15. J. Li, M. Qiu, X. Chen, Z. Ming, and L. T. Yang, 

“Efficient and secure access control for cloud 

storage with secure user revocation,” in Proc. IEEE 

INFOCOM, Turin, Italy, 2013, pp. 1–9. 

 

 

 

 

 

 



“Analyzing Cloud Computing's Security Aspects Regarding Confidentiality” 

5910 Sarasij Majumdar1, IJMCR Volume 13 Issue 11 November 2025 

 

APPENDIX: ILLUSTRATIONS 

Figure 2 provides a comparative visualization of threats 

versus mitigation strength. 

 
Figure 2: Threats vs Mitigation Strength in Cloud 


